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Question 1 [5 marks]:  How can you make a distinction between Rootkit and Trojan Horse? 
 
Question 2 [5 marks]: Outline three main reasons on why are spam emails prominent and 
persistent?  
 
Question 3 [10 marks]: Explain the importance of the six main security services defined by 
OSI security architecture? 
 
Question 4 [5 marks]: Discuss the pros and cons between a block cipher and a stream 
cipher? 
 
Question 5 [ 5 marks]: What is the difference between due care and due diligence? 
 
Question 6 [5 marks]:  How would you explain the reason of using multifactor 
authentication, give three examples of a “something you have” factor.   
  
Question 7 [5 marks]: If sensitive data are stored on a CD-ROM and are no longer needed, 
what is your opinion of the proper way of disposing of the data?  
 
Question 8 [5 marks]:  Limiting the size of the packets of the request made to the server 
and upgrading the server to respond to as many requests as possible would reduce the risk 
of being DDO vulnerable. Do you think that this would help to avoid being DDOS attack 
completely and why? If not, discuss one attack methods that could happen even though 
above-mentioned security is in place?  
 
Question 9 [5 marks]:  June 2012, LinkedIn confirmed that it had experienced a data 
breach that likely compromised the e-mail addresses and passwords of 6.5 million of its 
users. This confirmation followed the posting of the password hashes for these users in a 
public forum. One criticism of LinkedIn is that they used unsalted password hashes. 
Suppose the attacker’s goal is to break at least half of the passwords via a dictionary 
attack. Does the lack of salting in this scheme make this goal substantially easier?  Explain 
your answer. 
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Question 10 [15 marks]: Your company sells Apple iPods online and has suffered many 
denial of-service (DoS) attacks. Your company makes an average $20,000 profit per week, 
and a typical DoS attack lowers sales by 40%. You suffer seven DoS attacks on average 
per year. A DoS-mitigation service is available for a subscription fee of $10,000/ month. 
You have tested this service, and believe it will mitigate the attacks.  
a) What is the Annual Rate of Occurrence? 
 
b) What is the annualized loss expectancy (ALE) of lost iPod sales due to the DoS 
attacks? 
 
c) Is the DoS mitigation service a good investment?  
 
Question 11 [5 marks]: Using the table below, Encrypt the message (CYBERSECURITY) 
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Question 12 [5 marks]: Using a Caesar cipher described:  
a) Using the table below decode the following message: “qyyn vemu”. 
a b c d e f g h i j k l m n o p q r s t u v w x y z 
k l m n o p q r s t u v w x y z a b c d e f g h i j 
Note: this is a shift of 10. 
 
b) Encode the word "spongebob" with a Caesar cipher with a forward shift of 11. 
 
Question 13 [10 marks]: How can you make a distinction between the principles of 
“Separation of Duties” and “Least Privilege”.  Identify how these principles apply during (a) 
user account management AND (b) detection of unauthorised account activities. 
 
Question 14 [5 grade]: Describe how an organisation using “defence in depth” would differ 
from an organisation that protects only the virtual border of the network. What sorts of 
attacks would defence in depth protect against, that border protection would not? 
 
Question 15 [10 grade]: Internet was designed for communication and security wasn't in 
mind. The growth rate of malware has accelerated to tens of millions of new binaries per 
year. Attribution of cyber-attacks like malware attack is very difficult. Discuss what plans 
would you make to defend against these advanced attacks?  
             
